
RUNNING AN ISP BY YOUR OWN
in your dormitory bedroom

Wencey Wang



AVENUE Q

(spoken) Finally! I get to teach a whole lesson 
all by myself! And I'm gonna teach something 
relevant...something modern...the internet! 
Haha! 

(singing) The internet is really, really great.



QUESTIONS

• How does Internet works?

• What do we have in a typical home network?

• How can I become my own ISP?
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LAYERED MODEL
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ETHERNET VS INTERNET

ETHERNET

• Media dependent

• Always broadcasting, frame reach destination directly

• Use MAC address to fake the idea of unicast

• Switch as an improvement measures

INTERNET

• Doesn’t care about the physical media

• Allows router to forward IP packet

• Use ARP/ND to map IP destination to MAC address



INTERNET PROTOCOL

IPv4 IPv6



IP ROUTER



ROUTING TABLE

Destination Address

Prefix

Next hop

• Interface

• MAC address





HOW TO FILL-IN ROUTE TABLE?



AUTONOMOUS SYSTEM AND BGP PEERING



NETWORK AT HOME





HOW TO BECOME AN ISP?



WHAT'S NEEDED?

ISP

Peers

ASN 

Address 
Allocation



WHO ALLOCATE ADDRESSES?

IANA

APNIC

Member Member

RIPE

Member Member

ARIN

Member Member

…

…



IPV4 USED UP









PEERING?



TUNNELING
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ROUTER CONFIG

• wg: tunnel interface

• ip2: ip addr

• sysctl: ip forwarding

• bird2: Establish BGP peer

• DHCP Server/ND

• Firewall



Table master6:

2620:129:2000::/42 unicast [Apernet 2026-07-22 from 2406:4440::1] * (100) [AS27016i]

via fe80::14:2cff:feca:620b on epair0a

2804:505c::/32 unicast [Apernet 2026-07-22 from 2406:4440::1] * (100) [AS268384i]

via fe80::14:2cff:feca:620b on epair0a

2804:385c:a200::/40 unicast [Apernet 2026-07-22 from 2406:4440::1] * (100) [AS262687i]

via fe80::14:2cff:feca:620b on epair0a

2608:12a:7425::/48 unicast [Apernet 2026-07-23 from 2406:4440::1] * (100) [AS306i]

via fe80::14:2cff:feca:620b on epair0a

2001:df3:43c0::/48 unicast [Apernet 2026-07-22 from 2406:4440::1] * (100) [AS137970i]

via fe80::14:2cff:feca:620b on epair0a

2a04:26c0::/29 unicast [Apernet 2026-07-22 from 2406:4440::1] * (100) [AS60532i]

via fe80::14:2cff:feca:620b on epair0a

2a0b:2f04::/31 unicast [Apernet 2026-07-22 from 2406:4440::1] * (100) [AS48112i]

via fe80::14:2cff:feca:620b on epair0a

2804:5a64::/34 unicast [Apernet 2026-07-22 from 2406:4440::1] * (100) [AS268770i]

via fe80::14:2cff:feca:620b on epair0a

2804:5d3c:c000::/34 unicast [Apernet 2026-07-23 from 2406:4440::1] * (100) [AS268959i]

via fe80::14:2cff:feca:620b on epair0a

2409:8729:3700::/40 unicast [Apernet 2026-07-25 from 2406:4440::1] * (100) [AS56041i]

via fe80::14:2cff:feca:620b on epair0a

2001:44b8:4040::/48 unicast [Apernet 2026-07-22 from 2406:4440::1] * (100) [AS7545i]

via fe80::14:2cff:feca:620b on epair0a

2803:bc40:8155::/48 unicast [Apernet 2026-07-24 from 2406:4440::1] * (100) [AS52468i]

via fe80::14:2cff:feca:620b on epair0a

240a:aded::/32 unicast [Apernet 2026-07-24 from 2406:4440::1] * (100) [AS146215i]

via fe80::14:2cff:feca:620b on epair0a

2a00:1d58:f812::/48 unicast [Apernet 2026-07-25 from 2406:4440::1] * (100) [AS47524i]

via fe80::14:2cff:feca:620b on epair0a

2605:3380:416c::/48 unicast [Apernet 2026-07-24 from 2406:4440::1] * (100) [AS12025i]

via fe80::14:2cff:feca:620b on epair0a

2620:12f:f000::/44 unicast [Apernet 2026-07-22 from 2406:4440::1] * (100) [AS43i]

via fe80::14:2cff:feca:620b on epair0a

2800:bf0:2206::/48 unicast [Apernet 2026-07-22 from 2406:4440::1] * (100) [AS52257i]

via fe80::14:2cff:feca:620b on epair0a

2001:4430:c20e::/47 unicast [Apernet 2026-07-22 from 2406:4440::1] * (100) [AS17853i]

via fe80::14:2cff:feca:620b on epair0a

2806:20d:1e12::/48 unicast [Apernet 2026-07-22 from 2406:4440::1] * (100) [AS32098?]

via fe80::14:2cff:feca:620b on epair0a

2602:fb10:82::/48 unicast [Apernet 2026-07-22 from 2406:4440::1] * (100) [AS14618i]





BENEFIT AND PROBLEM?

• Easily roam between Wi-Fi networks without breaking TCP connection

• Always encrypted traffic in public places

• Easily access infra at home

• Higher latency

• Browse the Internet with your real name

• Geo-blocked





LOOKING FOR A JOB!

SOFTWARE DEVELOPER

NETWORK ENGINEER

IT ADMIN
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